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l. INTRODUCTION

A.

The University of Denver (University) strives to protect the confidentiality,
integrity and availability of protected health information (PHI) by taking
reasonable and appropriate steps to address the requirements of the Health
Insurance Portability Privacy Accountability Act of 1996, Pub. L. No. 104-191

(1996) (HIPAA).

HIPAA regulates Covered Entities; which are health plans, health care
clearinghouses and health care providers who transmit any Health Information
in electronic form in connection with a Covered Transaction. HIPAA requires
that each Covered Entity maintains reasonable and appropriate administrative,
technical and physical safeguards for privacy and security. HIPAA also requires
that entities or individuals who contract to perform services for a Covered Entity
with access to PHI (referred to as “business associates”) comply with the HIPAA
privacy and security standards.

The University is comprised of multiple and distinguishable schools,
departments, clinics, programs, and functions, some of which may conduct both
Covered Transactions under HIPAA and non-covered functions .

This Policy:

1. designates the University as a Hybrid Entity under HIPAA,;

2. identifies University Covered Components;

3. identifies PHI Partner Members, which are non-covered components that
follow HIPAA best practices;

4. establishes the University HIPAA Steering Committee;

5. designates the University HIPAA Privacy Officer; and
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6. designates the University HIPAA Security Officer.

POLICY OVERVIEW

A. The University as a Hybrid Entity

1. Hybrid Entity: The University is a Hybrid Entity, which means that only
certain components (schools/departments/units) have operations that
meet the definition of Covered Entity to which HIPAA applies. The
University Statement of Designation as a Hybrid Entity is attached as
Exhibit A.

2. HIPAA Covered Components: A HIPAA Covered Component is an area
of the University that serves as a health care provider, health plan, or
health care clearinghouse that transmits Health Information electronically
in connection with financial or administrative activities. These operations
prompt compliance obligations under HIPAA. The University has identified
the schools, departments, clinics, programs, or functions identified on the
University Statement of Designation as a Hybrid Entity (attached as
Exhibit A) as Covered Components because they either:

a. meet the definition of a Covered Entity, if each were a separate legal
entity; or
b. are a University Business Associate.

B. PHI Partner Members: A PHI Partner Member is an area of the University that

may encounter personal health information (PHI) in their job functions, but they
do not meet the definition of Covered Entity and therefore are not subject to
HIPAA requirements. Employees and others within these schools, departments,
and units are called “PHI Partner Members.” PHI Partner Members:

1. arerequired to practice safe handling and use of PHI in accordance with this
Policy; but

2. may not hold themselves out as a HIPAA Covered Component.

Note: PHI Partner Members do not include University departments or units that
may encounter health information in records that are by definition either: (a)
“education records” under FERPA (e.g. Office of Equal Opportunity and Title IX,
Disability Services) or (b) “employment records” (e.g. Human Resources &
Inclusive Community) and as such are not subject to HIPAA.

. HIPAA Steering Committee. The University’s HIPAA Steering Committee is

comprised of representatives from each of the Covered Components and PHI
Partner Members as identified on Exhibit A - Statement of Designation as a
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Hybrid Entity. The HIPAA Steering Committee is responsible for:

1. reviewing the University’s Covered Components on an annual basis, and
where appropriate, adding or removing Covered Component designations;

2. designating each of the University’s HIPAA Privacy Officer and HIPAA
Security Officer; and

3. serving as the governing authority to create, implement, and maintain

HIPAA Privacy and Security Standards and Procedures
. PROCESS OVERVIEW
A. Covered Component Responsibilities

1. All Covered Components are subject to and must comply with applicable
HIPAA requirements, including, without limitation, the requirements of the
HIPAA Privacy Rule and HIPAA Security Rule.

2. Covered Components may only use and disclose PHI to a University non-
health care component to the same extent, and in the same manner, as it
is permitted to use or disclose PHI to individuals or entities that are legally
separate from the University.

3. Covered Components shall provide compliance reports to the HIPAA
Privacy Officer on a periodic basis. Such compliance reports will be
facilitated via annual risk assessment conducted by the University.

B. PHI Partner Members Responsibilities

1. PHI Partner Members are responsible for maintaining the confidentiality of
their clients’ health information and the safe use and handling of PHI; and

2. completing training on their responsibilities with respect to PHI.
C. HIPAA Privacy Officer Responsibilities
The responsibilities of the University HIPAA Privacy Officer are to:
1. Oversee all HIPAA-related compliance activities, including the
development, implementation and maintenance of appropriate privacy and

security related policies and procedures;

2. Conduct various risk analyses, as needed or required;
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3. Appoint a Privacy Officer designee for each covered department/unit as

appropriate;

Manage breach notification investigations, determinations, and responses,
including breach notifications;

Coordinate with the HIPAA Security Officer to develop or obtain
appropriate privacy and security training for all workforce members, as
appropriate; and

Provide regular reports apprising the HIPAA Steering Committee of
HIPAA-related compliance activities.

D. HIPAA Security Officer Responsibilities

The responsibilities of the University HIPAA Security Officer are to:

1.

10.

Develop appropriate policies, standards, guidelines, and procedures for
information security systems;

Develop an incident management plan;

Manage technical systems to maintain the confidentiality, integrity, and
availability of the University’s information systems;

Monitor internal audits that assess the status of Covered Entities’ HIPAA
compliance;

Coordinate with the HIPAA Privacy Officer;

Develop or obtain appropriate security training for all workforce members,
as appropriate;

Conduct regular risk analysis to identify potential vulnerabilities in the
university’s electronic systems and ePH;

Develop and implement a risk management plan, implement security
measures, and evaluate and maintain those security measures;

Continuously monitor the University's adherence to HIPAA security
standards; and

Provide regular reports apprising the HIPAA Steering Committee of
HIPAA-related security activities.
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E. HIPAA Training

1. All individuals, including volunteers and student observers, working in a
unit designated as a Covered Component are required to complete training
related to the regulatory obligations under the HIPAA Privacy and Security
Rules.

2. PHI Partner Members are required to complete training on the safe
handling of PHI and Personally Identifiable Information (PII).

3. Each Covered Component and PHI Partner Member will require
individuals within their respective unit(s) to complete such training on a
periodic basis, but in any event at least every four (4) years.

4. The University will provide faculty and staff training via an online training
platform. Students will be provided with training through their individual
colleges.

F. Enforcement

1. Any employee, workforce member, student, or agent who violates this
Policy shall be subject to appropriate disciplinary action.

2. Any other individual who violates this Policy shall be subject to appropriate
corrective action, including, but not limited to, termination of their
relationship with the University.

DEFINITIONS

A. “Business Associate” means a person or entity that performs certain functions
or activities that involve the use or disclosure of protected health information on
behalf of, or provides services to, a Covered Component. A member of the
Covered Component’s workforce is not a Business Associate.

B. “Covered Component” means an area within a Hybrid Entity that would meet
the definition of Covered Entity if that component were a separate legal entity.
A health care component may also include any component that conducts
covered functions (i.e., noncovered health care provider) or performs activities
that would make the component a Business Associate of the entity if it were
legally separate.

C. “Covered Entity” is defined in the HIPAA rules as (1) health plans, (2) health

care clearinghouses, and (3) health care providers who electronically transmit
any Health Information in connection with transactions for which HHS has
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adopted standards. Generally, these transactions concern billing and payment
for services or insurance coverage. is a health care provider, health plan, or
health care clearinghouse that transmits Health Information in electronic form in
connection with a Covered Transaction.

. “Covered Transaction” means the transmission of information between two
parties to carry out financial or administrative activities related to health care
(e.g., health claims, payment, coordination of benefits, enrollment or
disenroliment, eligibility for a health plan, and other transactions that the
Secretary of the Department of Health and Human Services may prescribe by
regulation 45 CFR § 160.103).

. “Electronic Protected Health Information (“EPHI”’)” means a form of PHI that
is Individually Identifiable Health Information transmitted by electronic media or
maintained in electronic media. Electronic Protected Health Information does
not include education records or treatment records covered by the Family
Educational Rights and Privacy Act (20 U.S.C. 1232g) or employment records
held by the University in its role as an employer.

. “Health Information” means any information, whether oral or recorded in any
form or medium, that is created or received by a health care provider, health
plan, public health authority, employer, life insurer, school or university, or
healthcare clearinghouse; and that is related to the past, present or future
physical or mental health condition of an individual, the provision of health care
of an individual, or the past, present or future payment for the provision of
healthcare to an individual.

. “Hybrid Entity” means a single legal entity (1) that is a covered entity; (2) whose
business activities include both covered and non-covered functions; and (3) that
designates health care components.

. “Individually Identifiable Health Information” means any heath information,
as defined above, that identifies an individual or where there is reasonable basis
to believe that the information can be used to identify an individual.

“PHI Partner Members” are employees and others within the
schools/departments/units University schools/departments/units that are not
identified as a Covered Component but that encounter personal Health
Information (PHI) in their job functions.

. “Protected Health Information (“PHI”’)” means Individually Identifiable Health
Information that is collected from an individual, created or received by a health
care provider, health plan, health care clearinghouse, or other employee of one
of the Covered Components of the University. This PHI is confidential and must
be treated as protected under HIPAA. Protected Health Information relates to
the past, present, or future physical or mental health or condition of an individual,
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the provision of health care to an individual; or the past, present or future
payment for the provision of health care to an individual.

Revision Purpose
Effective Date
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Exhibit A

University of Denver
Statement on Designation as a Hybrid Entity Under HIPAA Regulations

INTRODUCTION

A.

The Health Insurance Portability and Accountability Act (HIPAA) passed in 1996 in order to
establish national standards for the protection of certain health information. The HIPAA
Privacy Rule seeks to protect the individual’s health information while allowing the flow of
health information needed to provide and promote high quality health care and to protect the
public’s health and well-being. The HIPAA security rule addresses the safeguards that health
care providers must use to secure individuals’ electronic protected health information (e-PHI).
The Health Information Technology for Economic and Clinical Health Act (HITECH Act) was
signed in 2009, strengthening the Privacy and Security Rules and requiring the federal
government to develop standards for the nationwide exchange of healthcare information.

. HIPAA regulates Covered Entities, which are health plans, health care clearinghouses and

health care providers who transmit any health information in electronic form in connection with
a covered transaction. Although the University of Denver does not primarily engage in any of
these activities, some units within the University do perform functions that meet the definition
of a Covered Entity.

. HIPAA also requires that entities or individuals who contract to perform services for a Covered

Entity with access to PHI (referred to as “Business Associates”) comply with the HIPAA
privacy and security standards.

Organizations such as the University of Denver which are composed of Covered Entities as
well as Business Associates may choose to be designated as “hybrid entities.” In this case,
the organization must designate and include in its health care component:
a. all components of the organization that would meet the definition of a Covered
Entity if those components were separate legal entities; and
b. all components of the organization that would meet the definition of a Business
Associate if it were a separate legal entity.
Although the hybrid entity remains responsible for oversight, compliance, and enforcement
obligations, the HIPAA requirements apply only to the health care component.

In September 2010, the University of Denver's HIPAA Steering Committee met and
designated the University of Denver a hybrid entity. The Statement of Designation as a Hybrid
Entity was adopted in September of 2010 and re-affirmed most recently on February 23, 2021.

The current (Academic Year 2023/2024) University of Denver HIPAA Steering Committee
(identified at the end of this Statement) has met to review the status of its various business
components in regard to HIPAA regulations. The Committee has identified the units which



should be designated as health care components based upon its investigation and follow-up
interviews with departmental directors.

DESIGNATION

The University of Denver has designated certain units as health care components based upon
one or more of the following criteria:

1. A component that would meet the definition of a Covered Entity if it were a separate
legal entity.

2. A component that performs covered functions.

3. A component that performs activities that would make it a Business Associate if it were
a separate legal entity.

(A Business Associate is a person or organization that performs or assists the Covered
Entity in the performance of a function that involves the use or disclosure of protected
health information on behalf of a covered entity.)

Protected Health Information (PHI) specifically excludes records that are covered under the
Family Education Rights and Privacy Act of 1974 (FERPA) and any employment records
maintained by a covered entity in its capacity as an employer.

The following units have been designated as health care components which are required to
comply with HIPAA regulations:

¢ Health and Counseling Center — health care provider
e GSPP Clinical Services — health care provider
Note: GSPP Clinical Services is comprised of four (4) clinics:
= Professional Psychology Clinic (PPC)
= Caring for You and Your Baby (CUB)
= The Sturm Center (Sturm)
= TDRC (Trauma and Disaster Recovery Clinic)

e University Technology Services — provides services to the University which, if external
to the University would make it a business associate for HIPAA purposes.

e Office of Internal Audit - provides services to the University which, if external to the
University would make it a business associate for HIPAA purposes.

e Department of Enterprise Risk Management - provides services to the University which,
if external to the University would make it a business associate for HIPAA purposes.



e Office of General Counsel - provides services to the University which, if external to the
University would make it a business associate for HIPAA purposes.

Note:

e The University of Denver Department of Human Resources & Inclusive Community
maintains employee health insurance records in its capacity as an employer, therefore it
is not considered to be one of the University’s health care components. The health plans
offered to employees by the University are covered entities, independent of the University.
These plans include medical and dental care, pharmacy benefits, and flexible spending
accounts.

e The University Office of Equal Opportunity and Title IX and Disability Services may
encounter health information in records that are by definition “education records” under
FERPA and as such are not subject to the HIPAA Privacy Rule.

This document was rereviewed and reaffirmed by the University of Denver HIPAA Steering
Committee on 2/28/24.

DU HIPAA Steering Committee Members

Co-Chairs

Corinne Lengsfeld Senior Vice Provost for Research and Graduate
Education
Designee:

Eric Hartman Executive Director of Enterprise Risk Management
Designee: Margaret Tezak

Members

Michael LaFarr [Health and Counseling Center] Assistant Vice

Chancellor, Health and Wellness

Designee: Chris Wera
Noelle Lefforge [GSPP Clinical Services]Associate Dean for Applied
Research and Sponsored Programs

Designee: John Holmberg

Geneva Polsner-Crabtree [Morgridge College of Education] Clinical Assistant
Professor and Director of Counseling and Educational
Services Clinic

Designee:
Jill Holm-Denoma [Graduate Psychology] Director of Clinical Training

Designee: Laura Santerre-Lemmon




Kate Ross

[Graduate School of Social Work] Assistant Dean for
Field Education

Designee:

Dr. Nancy Lorenzon

[Emergency Medical Service (EMS)] Faculty Director

Designee: Michael Bunker

Tyler Ridgeway

Interim Director of Research Integrity and Education

Designee: Paula Baker

Alain Bouit

HIPAA Privacy and Security Officer] Chief Information
Security Officer (CISO)

Designee: Marcelo Lew

Melissa Polk

Office of General Counsel (as legal counsel to the
Committee) Assistant General Counsel

Designee: Elizabeth Bullock
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